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Foreword

When the so-called “Apache incident” came to light near the end of March
this year, the situation spiraled and worsened with astonishing rapidity in the
span of two short weeks, becoming yet another military discipline event that
caused a social uproar, following the June 2013 “Corporal Hung incident.”
I keep reiterating: the most important layer in the “comprehensive national
defense” concept is that the society and the military are mutually supportive,
as civilian strength and military strength are mutually reinforcing. These
two incidents have greatly deepened the feeling of alienation and widened
the sense of distrust between the military and the society that it serves, se-
verely undermining the strength of comprehensive national defense. This
result is of grave concern to the military, which must engage in sincere

self-evaluation and reform.

Apart from elaborating on some issues raised in the Defense Policy Blue
Paper Vol. 6, New Generation of Soldiers, this volume will undertake an
in-depth examination of the issues of information protection in national
defense agencies and of strategic communication. In both the Apache in-
cident and the Corporal Hung incident, one can identify flaws in the mili-
tary’s systems of information security and strategic communication. Go-
ing forward, military reforms must address the needed changes at the insti-

tutional and cultural level in both of these areas.

On the matter of information security and protection, the current measures
for defining classified defense information must be done with greater scru-
tiny. Overly broad and disproportionate classification has not only re-
duced the transparency of the national security process—contrary to dem-
ocratic governance—but also created greater information protection bur-
dens, which conversely increase the risk of a breach. The existing system
of personnel security clearance can continue to be refined, but the basic
remedy remains reducing the motivations for breaches and strengthening
the capacity of information protection. To reduce the motivations for
breaching, aside from the longer-term ethical issues that should be ad-
dressed by raising the overall levels of national identification and patriotism,
persons with ill intent to commit breaches should punished by the criminal

justice system with heavier sentences, proportionate to the degree of na-
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tional security risk caused by the breach in question. This should be ac-
companied by strengthening counterintelligence measures to increase the
rate of detection and prosecution, ideally creating a deterrence effect on fu-
ture instances of similar behavior. To strengthen the capacity of infor-
mation protection, the Fourth Service that the DPP is proposing to estab-

lish can perform a comprehensive range of defense operations.

Strategic communication is already widely recognized as a major agenda
item for national security and the MND. It is understood as a key compo-
nent for gaining public support during peacetime, and a domain that could
play a determinative role between victory and defeat during a conflict. The
21 century is an era of a high degree of informationalization; thus a 21"
century military must therefore be familiar with the modes of communica-
tion enabled by new media in order to attain the desired outcome through a
coordinated plan from strategic planning to implementation. In the Unit-
ed States and other western nations, strategic communications is integrated
with the government and military’s public diplomacy and information war-
fare operations. 'The U.S. National Security Council even appointed a dep-
uty national security advisor for strategic communications, as well as estab-
lishing a Global Engagement Directorate. The State Department also
promotes foreign policy initiatives and strategic communications through
the inter-agency Global Strategic Engagement Center. In Taiwan, the suc-
cess or failure of strategic communications has a huge impact on the pro-
motion of national security policy (including the military service system and
national defense autonomy), and also influences the citizens’ awareness re-
garding national defense and public support for the armed forces. In a
scenario of military intimidation or invasion, it can be critical to the
maintenance of self-defense resolve and public morale. I hope that the
military fully appreciates the high importance of the issue of strategic
communication, and that the departments in charge of political warfare can
begin outlining a strategic communication concept, principles, and operating
procedures that accord with Taiwan’s particular economic and social condi-

tions, in preparation for implementation.

The two topics of information security and strategic communication may
appear somewhat contradictory, with divergent defense and defensive ori-
entations, respectively. But both share the same goal to achieve a unified

national security objective, by taking full responsibility for information
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preservation while harnessing the power of information. After the expe-
rience of the Apache and Corporal Hung incidents, I expect that, once the
armed forces complete a thorough examination of its failings and under-
goes self-reform, it can then begin thinking at a strategic level about the
arms and equipment, organizational structure, ethos and culture, and tactical

methods that are necessary for a national military in the information age.

Ing-Wen Tsai

President, New Frontier Foundation
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